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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
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earned patent term adjustment. See 37 CFR 1.704(b). 
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1)^ Responsive to communication(s) filed on 22 January 2004 . 
2a)S This action is FINAL. 2b)D This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 
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4) S Claim(s) 1-80 is/are pending in the application. 
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DETAILED ACTION 



1 . This office action is in response to applicants' amendment filed on 1/14/2004. 
Claims 17-19, 37-39, 57-59 and 77-79. Claims 1-80 are pending. 



2. The information disclosure statement (IDS) submitted on 1/28/2004 has been 
considered by the examiner 



3. Rejection under 35 U.S.C. § 102 

In response to applicant's argument that the references fail to show certain features of 

applicant's invention, it is noted that the features upon which applicant relies (i.e., "one 

processor with two modes of operations and an isolated execution mode includes configuration 

of isolated execution, definition of an isolated area, definition of isolated instruction...") are not 

recited in the rejected claim(s). Although the claims are interpreted in light of the specification, 

limitations from the specification are not read into the claims. See In re Van Geuns, 988 F.2d 

1181, 26 USPQ2d 1057 (Fed. Cir. 1993). 

Applicants also contend that Davis does not teach a communication storage and that 

there is no remote attestation. The examiner respectfully disagrees. Davis discloses a 

communication storage and a remote attestation (see col. 3, lines 15-30, stored within second 

electronic system and certification authority).. 

Rejection under 35 U.S.C. § 103 



Information Disclosure Statement 



Response to Arguments 
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Applicants contend that there is no motivation to combine Davis [004], Ermolovich and 
Davis [981 ] because none of them addresses the problem of isolated execution mode. The 
examiner respectfully disagrees. Davis [004] clearly discloses a processor with an isolated 
execution mode (see Davis [004], col. 4, lines 38-47, processing unit performs computations on 
the data set internally within a secure environment (i.e. an environment with minimal 
vulnerability to a physical or algorithmic attack) col. 6, lines 13-21, host processor having the 
functionality in the form of protected execution capability). Applicants contend that there is no 
motivation to combine Davis with Ermolovich because Ermolovich does not teach a 
"configuration storage" for an isolated execution mode. In response to applicant's argument that 
the references fail to show certain features of applicant's invention, it is noted that the features 
upon which applicant relies (i.e., configure storage) are not recited in the rejected claim(s). 
Although the claims are interpreted in light of the specification, limitations from the specification 
are not read into the claims. See In re Van Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. 
Cir. 1993). Furthermore, applicants contend that Davis [986] merely discloses a BIOS upgrade, 
not a configuration of device to exchange security information with a processor having a normal 
and isolated execution modes. In response to applicant's argument that there is no suggestion 
to combine the references, the examiner recognizes that obviousness can only be established 
by combining or modifying the teachings of the prior art to produce the claimed invention where 
there is some teaching, suggestion, or motivation to do so found either in the references 
themselves or in the knowledge generally available to one of ordinary skill in the art. 
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See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988)and In re Jones, 958 F.2d 
347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, [Davis 986] discloses the features of 
configuration which is old and well known in the computer art by storing product information 
and version for producer configuration and/or product upgrade. Combining it with Davis [004]'s 
teaching of "at least one processors operating in one of a normal execution mode and an 
isolated execution mode" would have been obvious because otherwise nothing will work. 



Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

5. Claims 1-5, 21-25, 41-45 and 61-65 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Davis (U.S. Patent No. 6,357,004). 

The applied reference has a common assignee with the instant application. 

Based upon the earlier effective U.S. filing date of the reference, it constitutes prior art 

under 35 U.S.C. 102(e). This rejection under 35 U.S.C. 102(e) might be overcome 



either by a showing under 37 CFR 1.132 that any invention disclosed but not claimed in 
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the reference was derived from the inventor of this application and is thus not the 
invention "by another," or by an appropriate showing under 37 CFR 1.131. 

In respect to claim 61, Davis discloses a system comprising: 

"at least one processor operating in ,a secure environment, the at least one processor 
having one of a normal execution mode and an isolated execution mode (see Fig. 2, items 135 
and 105, col. 3, lines 55-63); 

a memory coupled to the at least one processor, the memory having an isolated 
memory area accessible to the at least one, processor in the isolated execution mode (see 
col. 3A, item 205 and 210, col. 4, linen 29-41); and 

a chipset couple to the at least one processor and the memory, the chipset 
having a circuit (see Fig. 2, col. 3, lines 55-63), the circuit comprising: 

an interface to map a device via a bus to an address space of the chipset in the 
secure environment (see Fig. 2 and Fig. 3A, col. 3, lines 55-63 and col. 4, lines 38-41), and 

a communication storage corresponding to the address space to allow the device to 
exchange security information with the at least one processor in the isolated execution mode in 
a remote attestation" (see Fig. 2 and 3A, col. 3, lines 15-30 line 55and col. 4, line 2 and lines 
48-58). 

In respect to claim 62, Davis further discloses, "wherein the security information 
includes at least one of a static public key and a static key certificate" (see col. 3, lines 

15-30). 
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In respect to claim 63, Davis further discloses, "wherein the interface comprisesa 
decoder to decode the address space onto the bus so that an access to the chipset is passed 
to the device (see col. 4, lines 37-47, decompression). 

In respect to claim 64, Davis further discloses, "wherein the device accesses a chipset 
storage via the address space" (see Fig. 2 and col. 3, line 55-col. 4, line 2). In respect to claim 
65, Davis further discloses, "wherein the communication storage comprises: a configuration 
storage to store device configuration information (see col. 7, lines 5-12). 

Claims 1-5 are apparatus claims that are substantially equivalent to the system 
claims 61-67 and therefore are rejected by a similar rationale. 

Claims 21-25 are method claims that are substantially equivalent to the system 
claims 61-67 and therefore are rejected by a similar rationale. 

Claims 41-45 are computer readable medium claims that are substantially equivalent 
to the system claims 61-67 and therefore are rejected by a similar rationale. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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7. Claims 6-7, 9-19, 26-27, 29-39, 46-47, 49-59, 66-67 and 69-79 are rejected 
under 35 U.S.C. 103(x) as being unpatentable over Davis (U.S. Patent No. 6,357,004) 
in view of Ermolovich (U.S. Patent No. 4,319,233). 

In respect to claim 66, Davis discloses the communication storage as applied to claim 
65 but does not explicitly discloses said storage comprises: 

"a status register to store device status of the device; 

a command register to store a device command for a command interface set; and 
an input/output block(IOB) to store input and output data corresponding to the 
command". 

However, Ermolovich discloses a status register to store device status (see col. 85, 
lines 37-45), a command register to store a device command (see col. 12, lines 2-6) and an 
input/output block to store input and output data (see col. 71 , lines 40-64). It would have been 
obvious to one of ordinary skill in the art at the time the invention was made to combine Davis' 
system of ensuring integrity throughout post processing with the teaching of Ermolovich's 
communication device with data processing system by including the status register, the 
command register and the input/output block taught by Ermolovich to prevent data from being 
lost or corrupted during data transfers between a data processing system and an external 
device (see Ermolovich et al. abstract and col. 3, lines 26-50). 

In respect to claim 67, Davis and Erimolovich disclose the system of claim 66. 
Davis further discloses, "wherein the configuration storage comprises: 
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a public key storage to store the static public key; a key certificate storage to store 
the static key certificate (see col. 4, lines 48-58); and 

an interface set storage to store an interface set identifier, the interface set identifier 
identifying a command interface set supported by the device (see col. 4, lines 4, lines 48-58). 

In respect to claim 69, Davis and Ermolovich disclose the system of 67. Ermolovich 
further discloses, "wherein the command interface set is an initialization set, the initialization 
set supporting a reset command and a connect command" (see col. 54, lines 20-28). 

In respect to claim 70, Davis and Ermolovich disclose a system of claim 67. Davis 
further discloses "wherein the command interface set is an attestation set, the attestation 
set performing at least one of a public key enumeration, a key certificate enumeration, and 
signing operation" (see col. 4, lines 48-53). 

In respect to claim 71, Davis and En-nolovich disclose the system of claim 70. 
Ermolovich further disclose, "wherein the status register comprises: 

a connection field to provide a connection status to indicate that the device is 
responsible to the connect command (see col. 9, lines 7-17); and 

an estimate field to provide an estimate of processing time for an operation 
specified in the command" (see col. 16, lines 1-14). 

In respect to claim 72, Davis and Erimolovich disclose the system of claim 71. 
Ermolovich further discloses "wherein the status register further comprises: 
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a self-test field to indicate status of a self test in response to the reset command" (see 
col. 86, lines 4-21). 

In respect to claim 73, Davis and Erimolovich disclose the system of claim 70. Davis 
further discloses, "wherein the public: key enumeration enumerates an additional public key 
than the static public key" (see col. 4, lines 29-36 and lines 48-53). 

In respect to claim 74, Davis and Ermolovich disclose the system of claim 70. Davis 
further discloses, "wherein the key certificate enumeration enumerates an additional key . 
certificate other than the static key certificate" (see col. 4, lines 29-36 and lines 48-53). 

In respect to claim 75, Davis and Ermolovich disclose the system of claim 70. Davis 
further discloses, "wherein the sign operation generates a signature to attest validity of the 
secure environment using a private key provided by the chipset" (see col. 2, lines 55-65). 

In respect to claim 76, Davis and Ermolovich disclose the system of claim 75. Davis 
further discloses, "wherein the signature corresponds to signing a chipset parameter" (see 
col. 2, lines 55-65). 

In respect to claim 77, Davis and Ermolovich disclose the system of clam 76. Davis 
further discloses, "wherein the chipset parameter is a software hash" (see col. 2, lines 41-54). 

In respect to claim 78, Davis and Ermolovich disclose the system of claim 77. Davis 
further discloses wherein the processor nub loader hash arid the chipset hash log are stored in 
the chipset storage (see col. 6 t line 57-col. 7, line 30). 
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In respect to claim 79, Davis and Ermolovich disclose the system of claim 78. 
Davis further discloses wherein the software hash and the nonce are provided by a 
processor nub (see col. 6, line 57-col. 7, line 30). 

Claims 6-7 and 9-19 are apparatus claims that are substantially equivalent to the 
system claims 66-67 and 69-77 and therefore are rejected by a similar rationale. 

Claims 26-27 and 29-39 are method claims that are substantially equivalent to the 
system claims 66-67 and 69-77 and therefore are rejected by a similar rationale. 

Claims 46-47 and 49-59 are computer readable medium claims that are 
substantially equivalent to the system claims 66-67 and 69-77 and therefore are 
rejected by a similar rationale. 

8. Claim 8, 28, 48 and 68 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Davis (U.S. Patent No. (3,357,004, hereinafter Davis f004]) and 
Ermolovich (U.S. Patent No. 4,319,323) as applied to claim 67 above, and further in 
view of Davis (U.S. Patent No 5;844,986 hereinafter Davis T986]). 

In respect to claim 68, Davis [*004] and Ermolovich disclose the configuration 
storage as applied to claim 67. Davis f 004] and Ermolovich do not explicitly disclose, 
"wherein the configuration storage further comprises: 

A manufacturer identifier storage to store a manufacturer identifier; and 

A revision storage to store a revision identifier. However, Davis f 986] discloses 

manufacture identifier storage (see col. 3, lines 37-45, software manufacture (BIO vendor), BIO 

code) and a revision storage to store revision identifier (see col. 4, lines 7- 
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13, revision date). It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate Davis [ 004] and Ermolovich's teachings with Davis' [ 986] 
teaching of storing a manufacturer identifier and revision identifier for the purpose identifying 
product manufacture and product version information in order to determine product 
compatibility and perform product upgrade. 

Claim 8 is an apparatus claim that is substantially equivalent to the system claim 68 
and therefore is rejected by a similar rationale. 

Claim 28 is a method claim that is substantially equivalent to the system claim 68 and 
therefore is rejected by a similar rationale. 

Claim 48 is a computer readable medium claim and is substantially equivalent to the 
system claim 68 and therefore is rejected by a similar rationale. 

Conclusion 

9. THIS ACTION IS MADE FINAL Applicant is reminded of the extension of time policy as 
set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 CFR 
1.136(a) will be calculated from.the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later than 
SIX MONTHS from the mailing date of this final action. 10. Any inquiry concerning this 
communication or earlier communications from the examiner should be directed to Tongoc 
Tran whose telephone number is (703) 3057690. The examiner can normally be reached on 
8:30-5:00 M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory A. Morse can be reached on (703) 308-4789. The fax phone number for 
the organization where this application or proceeding is assigned is 703872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http-//pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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